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Abstract 

The paper an image compression structure the adaptive JPEG2000 image 

compression technique using the wavelet image transform is designed. The use 

of CS for periodic data transmissions is proven as an effective solution for 

WSNs as observed in CS-based sensor communications reduce data 

transmissions and improve energy efficiency significantly. But another 

challenge while using the compression is data loss due to different security 

threats during the transmission. The image is compressed data is more 

vulnerable to the different wireless channel threats. This paper addresses the 

security issues for compressed data by using the modified ECC-based 

cryptography method. The key problem of the conventional ECC method is the 

complicated and time-consuming task of scalar multiplication which may 

consume the extra energy of sensor nodes, so energy consumption is optimized 

by elaborating the steps of ECC-based encryption and decryption in the 

proposed ECC-based model. The main aim of improving the image quality with 

minimum processing time and error rates. However, for WMSNs, force 

aptitude is also an essential research challenge as the high-dimensional digital 

images consume more processing capabilities of sensor nodes. In WMSN, the 

image is transmitted through a large number of relays; thus the larger the 

transmissions the more the energy consumption. 

The compressed data at the receiver end is decompressed with poor quality, 

hence securing the compressed data by using the lightweight security method 

is important while planning the helpful picture transmission model. In this 

chapter, we propose our next research contribution to alleviate the challenges 

of security and energy efficiency for cooperative digital image transmission.  
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1. Introduction 

  Wavelet transform realizes the JPEG 2000 is the consistent picture weight 

standard reliant on the wavelet change and was created by the Joint 

Photographic Specialists Get-together advisory gathering in 2000, replacing 

their DCT-based JPEG standard. The JPEG 2000 is a picture weight estimation 

in which, after picture tiling, the tiles are changed using the Cohen-Daubechies-

Feauveau  CDF 9/7 wavelet change for lossy weight and CDF 5/3 wavelet 

change for lossless weight. This procedure brings about a gathering of sub-

groups on different levels. The quantized sub-bands are a piece of code 

squares. These code squares are encoded, starting from the most fundamental 

piece plane to the lower bit planes using the Embedded block coding with 

optimal truncation EBCOT [1] count. Encoding of each piece plane incorporates 

three passes: importance spread [2- 4], centrality refinement, and cleanup 

pass. Centrality expansion pass encodes bits and signs of immaterial 

coefficients with a critical coefficient as neighbors. At that point, size 

refinement encodes refinement bits of coefficients discovered fundamentally 

before bit planes. Taking everything into account, in cleanup pass coefficients 

without any coefficients found in basic bit planes are encoded [5].  

Finally, the bits conveyed in the engineering pass are then encoded by a 

setting-based twofold calculating coder. The resultant bitstream is then parted 

into packets containing bits of a social occasion of code squares. Bundles 

containing less necessary bits might be discarded. Packets from all sub-groups 

are then assembled in „layers‟, so that the image quality increases with 

interpreting of each layer, supporting novel transmission along these lines [7-

8]. The JPEG 2000 encoding count is amazing and has numerous appealing 

highlights. Be that as it may, it is complicated and computationally strange and 

has limited embeddedness [9-10]. 

 

1.1 B. SPIHT  

SPIHT [11] was proposed by A Said and Pearlman in 1996. The SPIHT coding 

is a reasonable and improved kind of EZW computation that achieves higher 

weight and perfect execution over EZW. The figuring relies upon a sensible 

referencing of the coefficients by degree and bit plane, with transmission 
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requesting compelled by a set circulating computation (SPIHT). SPIHT 

achieves weight by totaling countless immaterial coefficients in spatial 

orientation trees (SOT) spatial direction trees (Alcoholic), moreover called 

zero trees. A zero tree is based on the premise that if a coefficient is 

inconsequential, its relatives in higher recurrence sub-groups are bound to be 

unimportant. SPIHT tries between band connections among change 

coefficients and achieves an incredible rate-mutilation execution and gives an 

installed bitstream that licenses definite piece-rate versatility, for example, 

progressiveness. Criticalness data in the SPIHT calculation puts away in three 

information subordinate orchestrated records a list of insignificant pixels 

(LIP), a list of insignificant sets (LIS), and a list of significant pixels (LSP). The 

calculation instates by fusing the coefficients in the most negligible repeat sub-

band (LL-band) in LIP, and those with relatives are added to LIS as a sort of ‘A’ 

region. The LSP begins as an unfilled once-finished. a list of insignificant pixels 

(LIP), a list of insignificant sets (LIS), and a list of significant pixels (LSP). The 

algorithm initializes by adding the coefficients in the lowest frequency sub 

band (LL- band) in LIP [13] , a The SPIHT coding of wavelet coefficients fuses a 

collective issue of masterminding and refinement passes related to decreasing 

edges. In the orchestrating pass, the immensity decision of a large number of 

coefficients concerning the current limit is coded. A vital coefficient is found 

because the signed piece is promptly transmitted [14- 15]. After the 

orchestrating pass, the refinements pass adds to the coefficients that were 

found to be enormous before with a present limit.  

The calculation begins with the largest plane and proceeds toward the best 

targets. At each piece plane, the orchestrating pass encounters the LIP sought 

after by LIS, and after that refinement, the pass goes to LSP. For every 

coefficient in LIP, one piece is used to depict its noteworthiness for the present 

edge. If the coefficient isn't huge, it stays in LIP; generally, the signed piece is 

transmitted and the coefficient is moved to LSP. After LIP, sets of LIS are 

checked. Each set (spatial course tree) of LIS endeavors against edge and 

vitality is encoded. A colossal ‘A’ set will be allotted into four successor 

coefficients and a type ‘B’ set (awesome relatives), if the stunning relative set 

exists.The type ‘B’ set is added to the arrangement, four coefficients are sought 

after their centrality against current most distant point, and added to LIP and 

LSP as per the requirement. A huge type ‘B’ set is apportioned into four type ‘A’ 

sets and is added to the game plan. The apportioning of type ‘A’ and type ‘B’ set 
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of SPIHT. Eventually in refinement pass, each coefficient of LSP (apart from the 

additional ones in the present piece plan) is refined with one piece. At that 

point, the utmost is secluded by two, and the algorithm at that point repeats 

the strategy [16] . A significant type “A” set will be partitioned into four 

offspring coefficients and a type “B” set (grand descendants), if the grand 

descendant set exists; the type “B” set is added to the end of LIS, while four 

coefficients are tested for their significance against current threshold and 

added to LIP and LSP accordingly. Significant types “B” set is partitioned into 

four type “A” sets (with offspring coefficients as corresponding nodes) and are 

added to the end of LIS [17] . The partitioning of type “A” set and type “B” set 

of SPIHT is shown in figure 1. Finally, in refinement pass, each coefficient of 

LSP, except those added in current bit plane, is refined with one bit [18]. Then 

the threshold is divided by two, and the algorithm then repeats the above 

procedure. Effectiveness of the algorithm can be further enhanced by entropy 

coding its output, but at the cost of a larger encoding/decoding time [19].  

 

 
  

Fiure.1 the apportioning of type ‘A’ and type ‘B’ set of SPIHT is shown in Figure 

2.10. Eventually in refinement pass, each coefficient of LSP. 

 

A fundamental issue of the SPIHT coder is that the calculation utilizes 

subordinate information records to screen sets and coefficients to be tested for 

significance against threshold. The utilization of records in SPIHT causes a 

unique memory basically and includes multifaceted computational nature for 

including/organizing of memory. The unusual slow execution of SPIHT has 
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been represented in research papers that use state memory to screen 

sets/coefficients for criticalness testing. NLS [20] proposed by Wheeler and 

Pearlman utilizes 4 bits for every coefficient state memory, while use in [21] 

requires 3 bits for every coefficient state memory to empower coding WSNs 

with imaging abilities are highly constrained as far as memory, handling 

capacity, and battery power go as they have to transmit images on remote 

systems that suffer due to high probability and busyness of clamor. It is 

additionally significant that the computational cost of weight isn't the related 

cost of transmission precisely to upgrade energy proficiency and stretch the 

existence of system. In this way, a quick and productive image pressure 

calculation with low memory need and bit rate adaptability (embeddedness) 

is apt for execution on these frameworks [23-24].  

The characteristics of the unmistakable picture weight calculations are 

exhibited in [25-26]. Even though JPEG 2000 gives the most astounding coding 

proficiency, its weight is very time- and vitality-consuming and is thus not 

reasonable for usage in constrained conditions.  

 

2. Problem Statement 

-    Image coding strategies Optimized JPEG 2000 introduced for the digital 

image compressed after the denoising to improve the image transmission 

performance as well as computational efficiency. 

- The optimized ECC technique further encrypts the compressed data. The 

novelty of this method is that it achieves the trade-off between minimum 

energy consumption and strong security by modifying the optimized scalar 

multiplication tasks using a special random number as a scalar. This approach 

limiting the computational endeavors accomplishes  higher security for 

compressed data.  

- The complete wireless communication model designed using the BPSK 

modulation and Rayleigh fading channel for cooperative image transmission.  

- Investigated image compression algorithms using image quality analysis 

element like PSNR, MSE, etc.  

- Performance evaluation of cooperative image transmission with best-in-

class techniques exhibited as far as BER, MSE, energy efficiency, etc. are 

concerned. 
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Before presenting the proposed methodology design and algorithms, we first 

discuss the different types of digital data and file types that are transmitted 

over the WMSNs. 

3. Related Work  

There are different types of image cryptography/encryption methods.  

• Image Encryption Based on Chaos Theory and Chaotic Map: A 

confusion-based picture encryption plot is commonly composed of two 

procedures: (i) stage and (ii) dissemination. The change is accomplished by 

scrambling every one of the pixels, in general, utilizing a 2D turbulent guide, 

(for example, Pastry specialist map, Arnold feline guide, and so on). During 

dispersion, the pixel esteems are adjusted successively; the change made to a 

particular pixel relies on the amassed impact of all the past pixel esteems. Be 

that as it may, the same number of rounds of stage and dissemination or cycles 

ought to be taken. The general encryption speed is moderate. 

• Chaos-based Random Number Generator: For an arbitrary generator, 

the number of ones and zeros in the yield are equivalent. It is conceivable to 

detail numerous other factual properties that depict the keystream generated 

by an arbitrary source. Different test suites are accessible in writing. These 

accurate tests are designed to assess the arbitrariness properties of a limited 

grouping. The unruly circle generated by a non-linear framework is sporadic, 

intermittent, unpredictable, and has a tricky reliance on the underlying 

conditions. These qualities concur with the disarray and dissemination 

properties in cryptography. Hence, as of late, the turbulent framework has 

been read for security in both digital and straightforward forms [6]. 

• Stream Encryption Scheme: Stream encryptions depend on delivering a 

constant cryptographic keystream and are used to scramble one piece or byte 

at once. Stream ciphers have relatively low memory requirements. Various 

image encryption schemes under this category have been proposed in the last 

decade [27-28].  

• Block Encryption Scheme: Square encryption is an encryption plot in 

which the plain substance is isolated into squares of fixed length and blended 

one square on the double. Square ciphers can provide integrity protection and 

confidentiality. Chaotic block ciphers transform blocks by directly applying the 

chaotic maps. Various image encryption schemes under this category have 

been offered in the last decade [29-30]. 
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4. Methodology  

This section presents the novel framework of energy-efficient and secure 

digital image cooperative image transmission system. System model designed 

for one-way cooperative image transmission is shown in Figure 2. The nodes S 

and D represent the transmitter and receiver, respectively. The node S 

transmits an image to the node D through Rayleigh fading channel and the node 

D sends the ACK message to the S through the DF-based cooperative 

communication algorithms. The ACK message is transmitted by node D to S for 

the confirmation of successful image information received over the Rayleigh 

blurring channel as per the standards of wireless communication technologies 

such as 802.11.  

 
Figure 2 Image compression with encryption and transmission 

 

Let R is the set of all relay nodes: 

 1 2,  ,  , ,   2NR R R R N=      .                                                                             

The input image is transmitted in various squares through the agreeable relay 

nodes. In cooperative image transmission, every relay node plays two roles, 

such as relaying role (RR) and monitoring role (MR). Relay node performs the 

process of image blocks transmission. Each transfer nodes ought to have two 

parameters referenced in equations.  
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Let R be the set of all relay nodes: 

The input image is transmitted in various squares through the agreeable relay 

nodes. In cooperative image transmission, every relay node plays two roles, 

such as RR and MR. Relay node performs the process of image blocks 

transmission. Each transfer hub ought to have two parameters referenced in 

Equations  

Where Ri is the ith relay node, Rj is the jth relay node, Mj is total transmitter, 

recipient hubs associated with the ith relay node, and dij  is the distance among 

ith and jth relay hub and  

Where Nj (x, y) is the jth MR, Ri is ith relay node associated with the jth MR center 

point, and dij  is the separation between the ith MR center point and the jth RR 

hub. 

The role of MR is to detect and transmit the current squares to the closest 

transfer hub. Hand-off hub at that point recognizes the got data, applies the DF 

technique, and after that sends it towards the following moderate or proposed 

sink hub. The correlation among the relay nodes helps to efficiently deliver the 

multimedia data over the wireless channel towards the intended recipient. The 

cooperative communication among relay nodes decodes and forwards the 

current image data towards the next relay node selected through correlations 

among all available relay nodes. Novel algorithms for image compression are 

implemented based on JPEG 2000 and ECC-based cryptography and contribute 

to the functionality in the next sub-sections.  

 

4.1 Image compression / decompression  

In this contribution, mainly, there are two reasons for the superior 

performance of JPEG 2000: the embedded block coding and wavelet transform 

with the use of the optimal truncation (EBCOT). Thus the JPEG 2000 provides 

a complete novel way of interacting with image compression in an efficient and 

scalable manner. As the sensor nodes have limited battery capabilities, the 

reduction of transmitted data will lead to a network lifetime enhancement The 

adaptive JPEG 2000 image compression technique using the wavelet image 

transform is designed as shown in Figure 3. 

The adaptive JPEG2000 image compression technique using the wavelet image 

transform is designed. Figure 3. shows the working of JPEG2000 image 

compression (at the transmitter side). 
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Figure 3 Structure of adaptive JPEG2000 compression. 

 

Figure 3 results into the compressed image, which is fed to the ECC based 

encryption, then modulation and transmission over the remote channel. At the 

got end, after the demodulation and decryption, the decompression step is 

performed.  

Figure 3 results into the compressed image, which is fed to the ECC-based 

encryption before the modulation and transmission over the remote channel. 

At the got end, after the demodulation and decryption, the decompression step 

is performed.  

• Pre-processing: Inside the primary development, the encoder changes 

the test information to an excellent clear range with the objective that it is 

roughly engaged around zero. In case the test data is set apart, by then 

acknowledge they are locked in at zero.  

 

• Inter-component transform: JPEG 2000, of course, contemplates a 

between-segment part to be connected with the image after it has been level-

moved. This change empowers the elaborate topic to relate the particular 

segments for multisegment pictures. Such transform occurrence changes over 

the RGB data to Cyber Data.  

 
• Wavelet transform: It is a widely used technique in the image-processing 

domain. In DWT, each square is distinguished to be separated into the wavelet 

sub-packs over the various levels. The compression method JPEG 2000 

exploited the lifting-based DWT. The wavelet transform is an essential task in 

order to generate the resolution-scalable bitstreams as well as the spatial 

correlation decomposition. The vector of transformed coefficient is the 

outcome of the wavelet transform. 
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• Quantization: The process of quantization is mainly used in lossy 

compression. In every sub-band, the wavelet coefficients are scalar quantized. 

The constant values are defined and a dynamic range of sub-band values are 

used to join the step size of quantization. The quantization step is used to 

minimize the precision of the sub-band coefficients; thus fewer bits are 

required to encode the changed coefficients. 

 

• Tier-1 coder: The code blocks are delivered from every sub-band. The 

code squares are freely entropy-coded. The JPEG 2000 method uses the EBCOT 

entropy coding system which comprises two levels. The coefficient bit context 

modeling as well as the bit-plane data arithmetic coding are executed over the 

block samples which then produce the embedded block bitstreams in the main 

working of a tier-1 coder.  

 
• Tier-2 coder: In Tier-2 coder, the compacted data is used in each quality 

layer called the packetization procedure. Such a process of data ordering is 

essential in creating the SNR and resolution scalable compressed bitstream. 

 
• Rate Control: The rate control phase used to manage the quantizer step 

sizes in order to achieve the target bit-rate constraints in lossy compression. 

Each block bitstream is truncated to different sizes in order to render the best 

rate-contortion picture.  

 
4.2 Encryption/Decryption 

After the image is compressed, the compressed data is more vulnerable to the 

different wireless channel threats. This paper addresses the security issues for 

compressed data by using the modified ECC-based cryptography method. The 

key problem of the conventional ECC method is the complicated and time-

consuming task of scalar multiplication which may consume the extra energy 

of sensor nodes, so energy consumption is optimized by elaborating the steps 

of ECC-based encryption and decryption in the proposed ECC-based model. 

• Key Generation: Inside the key generation process, you have to pick an 

immense whole number d, and search the T = dG where d is a private key. It is 

fundamental to guarantee the success of the private key and an agreeable 

relationship with the security of the ECC encryption and decoding. 
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• Encryption: The transmitter can encode the message with an open key or 

other keys. During the encryption procedure, the plain text should be mapped 

to a prime field section m, discretionarily picking a vital whole number k, 

processing x1y1 (x1y1) = kG, (x2y2) = kT and calculating C = m∗x2, (x1y1, C) to get 

the encrypted data.  

• Decryption: In the data decryption process, the receiver needs to do the 

calculation (x2y2) = d (x1y1) with the private key d. The recipient can get the 

first plain text by computing= Cx2-1. 

Here, the private key d is used to ensure the basics of encryption and 

decryption process of the security technique. The number k has a moderate 

impact on data security. However, as we discussed, the complex scalar 

operations in k random number generation processes are proposed to 

minimize the computational efforts. The new methodology ECC, for the most 

part 

 

5. Result and Discussion 

This segment displays the re-enactment results and investigation of the model 

designed. The outcomes of PSNR, MSE, Compression Ratio (CR), Structural 

Similarity Index Measure (SSIM), etc. are estimated. The parameters PSNR and 

MSE The SSIM is another image quality evaluation parameter. It is is a 

technique for foreseeing the apparent nature of digital TV and true-to-life 

pictures as different sort of digital pictures and recordings. It is computed as: 

Where x and y are two images. The variables l, c, and s stands for the functions 

of luminance, contrast, and structure, respectively.  

1. The performance metrics CR is figured as the degree of full-scale bits 

required for taking care of the picture before compression (BC); furthermore, 

complete bits as are necessary for putting away the picture after compression 

(AC). Calculation process: according to the two-count methodology, the 

calculation process proposed, such as from right to left (R2L) (algorithm 2) and 

from left to right (L2R) (Algorithm 1). As a result of PP is left or the right piece 

of the B obtained the results of BB*B in that the computation of B*Z. Give the 

bit a chance to number of B be h, the bit number of k bee, at that point the bit 

number of PP is v=e%h.  With the PP the accompanying part delivered toward 

the completion of k. 
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2. Optimized scalar multiplication: In the process of the proposed 

calculation (algorithm), the mix is utilized with other scalar duplication to 

enhance the effectiveness of calculation. For instance, in the progression of 2) 

in the proposed calculation, figuring F=B*D and O=PP*D, there is a path joining 

with NAF (Non-Adjacent Form) calculation The reinforcing with NAF 

computations leads the lower point expansion operation quantity during the 

expansion part of EP processing. 
Algorithm : Optimization ECC Encryption   

1. N: extended random binary string generation  

2. Update N, according to NAF.  

3. B: Extended part generation in NAF method 

4. W=0; 

5.  c=0  

6. Compute (according to NAF method):   

7.  F=B*D 

8.  I=PP*D  

9. If  Nc = 1 then W=W+F, if  Lc = −1, then W=W-F 

10. W=2hW 

11. c=c+1  

12. Go to step 9, n times process repeated, at end of last iteration, the 

algorithm terminated at step 9.  

13. W=2vW 

14. W=W+O 

15. return W  

Thus implementation method significantly reduced the computational efforts 

in the process of encryption and decryption using on compressed image and 

de-modulated image, respectively, in proposed one-way architecture 

this segment displays the re-enactment results and investigation of the model 

designed in this section. The outcomes are estimated regarding PSNR, MSE, 

Compression Ratio (CR), Structural Similarity Index Measure (SSIM), etc. The 

parameters PSNR and MSE The SSIM is another image quality evaluation 

parameter. The SSIM is a technique for foreseeing the apparent nature of 

digital TV and true to life pictures, just as different sorts of digital pictures and 

recordings. It is computed as: 
2 2 2[ ( , )] [ ( , )] [ ( , )]SSIM l x y c x y s x y=      .                                                          

Where x and y are two images. The variables l, c, and s standards for the 

functions of luminance contrast and structure, respectively.  
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The performance metrics compression ratio (CR) is figured as the degree of 

full-scale bits required for taking care of the picture before compression (BC); 

furthermore, complete bits as are necessary for putting away the picture after 

compression (AC). 

CR =
BC

AC
        .                                                                                                                               

Here BC is nothing but the original image size, and AC is compressed image 

size. Based on various performance metrics, the proposed approach is 

evaluated. The digital images are taken from the publically available research 

datasets such as man, Barbara, couple, Lena, boat, and cameraman. All 

experiments are evaluated on six images. We present the outcomes methods 

savvy to legitimize the viability of the proposed methods. 

 

5.1 Evaluations of modulation methods 

In this work, it is proposed to use BPSK modulation rather than other 

modulation methods such as quadrature phase-shift keying (QPSK) and 

quadrature amplitude modulation (QAM). The BPSK method for modulation 

suggested based on the experimental evaluation of BPSK with QPSK and 8-

QAM modulation methods in terms of bit error rate (BER) and throughput. 

Figure 4 demonstrate the outcomes of BER and performance for each 

modulation method in the proposed one-way image transmission model 

respectively.  

As observed in Figure 4 each modulation technique is evaluated on the 

proposed model using both additive white Gaussian noise (AWGN) also, 

Rayleigh fading channels. For both wireless channels, BPSK modulation 

method shows the minimum bit error rate performance with varying SNR. 

Similarly, BPSK achieved the highest throughput for image data transmission 

as demonstrated in Figure 4. The reasons for the superior performance of BPSK 

modulation over the QPSK and QAM in proposed cooperative image 

transmission model the simple encoding method. BSPK is the simplest method 

to encode data in the phase as compared to both QPSK and QAM and hence 

achieved the minimum BER performance with maximum throughput. 
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Figure 4 Bit error rate vs. SNR. 

 

Note that these results demonstrated in Figure 4. Averaged outcomes after the 

evaluation of all six experimental images. Table1 (figure 4) shows the 

throughput performance of each evaluated image using all three modulation 

techniques. 

Note that these results demonstrated in Figure 4 averaged outcomes after the 

evaluation of all six experimental images 

 

5.2 Evaluations of image compression methods 

The compression methods are evaluated in terms of many performance 

metrics for image mainly in two categories image quality parameters and 

compression quality parameter. The pressure procedure quality is assessed 

utilizing the CR parameter given in expression. In this section, the CR rate 

evaluations discussed. Table 1 (figure 4) demonstrates the performance of the 

compression ratio using different compression methods and proposed 

methods. 
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Table 1Compression ratio evaluation. 
 

JPEG Run length JPEG2000 Proposed 

Boat 1.888 4.426 11.231 13.234 

Barbara 1.931 4.422 11.903 13.891 

Cameraman 2.088 4.939 11.408 13.287 

Couple 1.907 4.412 11.618 13.475 

Lena 2.045 4.648 11.653 13.744 

Man 1.870 4.461 11.435 13.598 

 

As observed in Table 1, the adaptive JPEG2000 compression method presented 

in this paper shows the better CR as compared to all conventional methods. 

The performance is compared with JPEG, Runlenght Huffman coding . 

JPEG2000 methods. The JPEG method shows the worst performance for the CR. 

The advantage of DWT and EBCOT techniques in JPEG2000 leads the improved 

CR in the proposed cooperative image transmission model. Compression 

technique required to achieve the tradeoffs between the CR and image quality 

performance metrics especially for image compression. 

 

 
Figure 5 CR evaluations of different pictures. 
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5.3   Evaluation of Security Algorithm  

After the compression, security is ensured by using the modified ECC method 

for the proposed image transmission model. The proposed ECC method 

designed to achieve computational efficiency so that the energy consumption 

of sensor nodes reduced significantly.The ECC method composed of three main 

tasks, such as key generation, encryption, and decryption. The computation 

efforts (time) required for key generation, encryption, and decryption and 

compared with existing ECC approach are measured. Table 2 shows the 

average computation times needed for each phase. Note that the experiments 

were conducted on I3 processor and 4 GB RAM configurations. 

 

Table 2 Computation time analysis. 
 ECC (Sec.) Modified ECC (Sec.) 

Key generation  1.09 0.98 

Encryption 1.98 1.47 

Decryption 2.11 1.52 

 

As observed, the proposed modified ECC method achieved the computation 

efficiency with strong or equivalent security conditions for compressed image 

data. The most critical and time-consuming task of the ECC technique is scalar 

multiplication; therefore modified and simplified the process of scalar number 

generation is used to reduce the computational efforts required. Thus 

proposed approach takes less time for all tasks of cryptography as compared 

to the conventional ECC technique. Image quality evaluation. The image quality 

evaluation is done using performance metrics for the proposed model 

designed. The performance for picture quality assessed regarding PSNR, MSE, 

RMSE (Root MSE), SSIM, and correlation for each tested image for a one-way 

DF based cooperative image communication model. All performance metrics 

required two inputs, such as original image (at transmitter side) and received 

image (at received side). Table 3. shows all outcomes for proposed image 

transmission model over the sensor network. 
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Table 3 Image quality investigation 
 

MSE RMSE PSNR SSIM SNR 

boat.png 0.1289 0.3591 57.058 0.999873 28.863 

barbara.png 0.1636 0.4045 56.025 0.999678 28.851 

cameraman.png 0.1828 0.4276 55.543 0.999916 28.872 

couple.png 0.1280 0.3579 57.089 0.999869 28.884 

lena.png 0.0771 0.2777 59.292 0.999928 28.861 

man.png 0.1042 0.3229 57.982 0.999866 28.872 

Average 0.1443 0.3749 56.8 0.9998 28.852 

 

All results show that the proposed model for cooperative image transmission 

achieved efficiency for the image quality also the quality all tested images are 

not comprised using the proposed methods at each phase of the 

communication model. 

 

6.  Conclusion 

The efficient one-way cooperative image transmission model for remote sight 

and sound sensors arranged over Rayleigh blurring channels is the main 

research challenge because of the restricted capacities of sensor hubs, thus The 

proposed cooperative image transmission technique is assessed for three key 

performance metrics with new techniques, for example, PSNR and vitality 

productivity, The image is compressed, the compressed data is more 

vulnerable to the different wireless channel threats. This paper addresses the 

security issues for compressed data by using the modified ECC-based 

cryptography method. The key problem of the conventional ECC method is the 

complicated and time-consuming task of scalar multiplication which may 

consume the extra energy of sensor nodes, 
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